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Introduction

The  NetWare  Enterprise  Network  Administrator's 

Manual:  A  Comprehensive  Guide  to  Managing  and 

Securing Your NetWare Network

In today's fast-paced business world, organizations rely 

heavily  on  their  networks  to  communicate,  share 

information,  and  access  critical  resources.  As  a 

network  administrator,  you  play  a  vital  role  in 

ensuring  the  smooth  operation  and  security  of  your 

organization's  network.  The  NetWare  Enterprise 

Network  Administrator's  Manual  is  an  invaluable 

resource  for  network  administrators  who  are 

responsible  for  managing  and  securing  NetWare 

networks. This comprehensive guide provides you with 
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the  knowledge  and  skills  you  need  to  effectively 

manage  and  troubleshoot  your  NetWare  network, 

ensuring optimal performance and security.

The  NetWare  Enterprise  Network  Administrator's 

Manual is  a comprehensive guide that covers a wide 

range of  topics,  from basic  network configuration to 

advanced  security  measures.  Whether  you  are  a 

seasoned network administrator or just starting out in 

your career, this book has something for everyone.

In the first part of the book, you will learn about the 

fundamentals of  NetWare networking,  including how 

to  install  and  configure  NetWare  servers,  configure 

network adapters and protocols, and manage network 

resources.  You  will  also  learn  how  to  troubleshoot 

network issues and optimize network performance.

The  second  part  of  the  book  focuses  on  NetWare 

Directory  Services  (NDS).  You  will  learn  how  to 

configure NDS trees and organizational units, manage 

NDS  objects  and  properties,  secure  NDS  data, 
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troubleshoot  NDS  issues,  and  optimize  NDS 

performance.

The  third  part  of  the  book  covers  NetWare  file  and 

print  services.  You  will  learn  how  to  configure  file 

systems  and  volumes,  manage  file  access  and 

permissions,  implement  file  replication,  troubleshoot 

file  services  issues,  and  optimize  file  services 

performance. You will also learn how to configure and 

manage  print  servers,  printers,  and print  queues,  as 

well  as  how  to  troubleshoot  and  optimize  print 

services.

The fourth  part  of  the  book focuses  on securing the 

NetWare  enterprise  network.  You  will  learn  how  to 

implement  network  security  policies,  configure 

firewalls and intrusion detection systems, manage user 

accounts  and passwords,  audit  network  activity,  and 

respond to security incidents.

The  fifth  part  of  the  book  covers  NetWare  server 

management.  You  will  learn  how  to  install  and 
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configure  NetWare  servers,  manage  server  processes 

and  services,  monitor  server  performance, 

troubleshoot  server  issues,  and  upgrade  NetWare 

servers.

The sixth part of the book covers NetWare user account 

and group management. You will learn how to create 

and  manage  user  accounts,  configure  user  profiles, 

manage  user  groups,  assign  user  rights  and 

permissions, and troubleshoot user account and group 

issues.

The  seventh  part  of  the  book  focuses  on  NetWare 

remote access. You will learn how to configure remote 

access  services,  manage  remote  access  users  and 

groups, configure remote access policies, troubleshoot 

remote  access  issues,  and  optimize  remote  access 

performance.

The eighth part of the book covers NetWare network 

troubleshooting.  You  will  learn  how  to  identify  and 

resolve  network  issues,  analyze  network  logs  and 
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performance data, use network troubleshooting tools, 

develop  a  network  troubleshooting  plan,  and 

implement a network troubleshooting process.

The  ninth  part  of  the  book  covers  planning  and 

implementing NetWare upgrades. You will learn how 

to  assess  the  need  for  an  upgrade,  plan  an  upgrade 

strategy, prepare for an upgrade, perform an upgrade, 

and troubleshoot upgrade issues.
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Book Description

The  NetWare  Enterprise  Network  Administrator's 

Manual: Your Comprehensive Guide to Managing and 

Securing Your NetWare Network

In  today's  digital  age,  organizations  rely  heavily  on 

their networks to communicate, share information, and 

access critical resources.  As a network administrator, 

you play a vital role in ensuring the smooth operation 

and  security  of  your  organization's  network.  The 

NetWare Enterprise  Network Administrator's  Manual 

is  the  ultimate  resource  for  network  administrators 

who  are  responsible  for  managing  and  securing 

NetWare networks. This comprehensive guide provides 

you  with  the  knowledge  and  skills  you  need  to 

effectively  manage  and  troubleshoot  your  NetWare 

network, ensuring optimal performance and security.

The  NetWare  Enterprise  Network  Administrator's 

Manual  covers  a  wide  range  of  topics,  from  basic 
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network configuration to advanced security measures. 

Whether you are a seasoned network administrator or 

just  starting  out  in  your  career,  this  book  has 

something for everyone.

In the first part of the book, you will learn about the 

fundamentals of  NetWare networking,  including how 

to  install  and  configure  NetWare  servers,  configure 

network adapters and protocols, and manage network 

resources.  You  will  also  learn  how  to  troubleshoot 

network issues and optimize network performance.

The  second  part  of  the  book  focuses  on  NetWare 

Directory  Services  (NDS).  You  will  learn  how  to 

configure NDS trees and organizational units, manage 

NDS  objects  and  properties,  secure  NDS  data, 

troubleshoot  NDS  issues,  and  optimize  NDS 

performance.

The  third  part  of  the  book  covers  NetWare  file  and 

print  services.  You  will  learn  how  to  configure  file 

systems  and  volumes,  manage  file  access  and 
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permissions,  implement  file  replication,  troubleshoot 

file  services  issues,  and  optimize  file  services 

performance. You will also learn how to configure and 

manage  print  servers,  printers,  and print  queues,  as 

well  as  how  to  troubleshoot  and  optimize  print 

services.

The fourth  part  of  the  book focuses  on securing the 

NetWare  enterprise  network.  You  will  learn  how  to 

implement  network  security  policies,  configure 

firewalls and intrusion detection systems, manage user 

accounts  and passwords,  audit  network  activity,  and 

respond to security incidents.

The  fifth  part  of  the  book  covers  NetWare  server 

management.  You  will  learn  how  to  install  and 

configure  NetWare  servers,  manage  server  processes 

and  services,  monitor  server  performance, 

troubleshoot  server  issues,  and  upgrade  NetWare 

servers.
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The sixth part of the book covers NetWare user account 

and group management. You will learn how to create 

and  manage  user  accounts,  configure  user  profiles, 

manage  user  groups,  assign  user  rights  and 

permissions, and troubleshoot user account and group 

issues.

The  seventh  part  of  the  book  focuses  on  NetWare 

remote access. You will learn how to configure remote 

access  services,  manage  remote  access  users  and 

groups, configure remote access policies, troubleshoot 

remote  access  issues,  and  optimize  remote  access 

performance.

The eighth part
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Chapter  1:  Navigating  the  NetWare 

Enterprise Network

Installing and Configuring NetWare

NetWare,  a  network  operating  system  developed  by 

Novell,  provides  a  reliable  and  secure  platform  for 

businesses  and  organizations  to  manage  their 

networks. Installing and configuring NetWare involves 

several  key  steps  to  ensure  the  network's  proper 

functioning.

1. Gathering Prerequisites:

Before embarking on the installation process,  ensure 

you have the necessary prerequisites in place. Gather 

the  hardware  components,  including  servers, 

workstations,  network  interface  cards,  and  cables. 

Additionally,  obtain  the  NetWare  installation  media, 

either physical or digital, along with the product key or 

license  information.  Check  the  system  requirements 

10



specified by Novell to ensure compatibility with your 

hardware and software.

2. Preparing Hardware and Software:

Properly  configure  the  hardware components.  Install 

network  interface  cards  in  the  servers  and 

workstations,  ensuring  they  are  compatible  with  the 

network  topology  and  speed.  Connect  the  hardware 

devices using appropriate cables, such as Ethernet or 

fiber  optic  cables.  Verify  that  all  components  are 

functioning correctly.

3. Installing the NetWare Operating System:

Insert the NetWare installation media into the server's 

CD/DVD drive or mount the ISO image if using a digital 

distribution. Initiate the installation process by booting 

the server from the installation media. Follow the on-

screen  instructions  to  select  the  installation  type, 

partition  the  hard  drive,  and  configure  network 
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settings.  Once the installation is  complete,  reboot the 

server.

4. Configuring Network Settings:

Configure  the  network  settings  on  the  server  and 

workstations.  Assign IP addresses,  subnet masks,  and 

default  gateways  to  each  device.  Ensure  that  the 

devices can communicate with each other by pinging 

them from the server and vice versa.  Verify that the 

network  services,  such  as  DNS  and  DHCP,  are 

functioning properly.

5. Creating and Configuring Users and Groups:

Establish user accounts and groups to manage access to 

network  resources.  Create  administrative  accounts 

with  elevated  privileges  for  managing  the  network. 

Define user groups and assign appropriate permissions 

to  each  group.  Configure  user  profiles  to  specify 

individual settings and preferences.
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6. Installing and Configuring NetWare Services:

Install  essential  NetWare  services  to  provide  various 

network functionalities. These services may include file 

and print  services,  directory  services,  email  services, 

and security services. Configure the services according 

to your organization's requirements, such as setting up 

shared folders, printers, and mail servers. Ensure that 

the services are running and accessible to authorized 

users.
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Chapter  1:  Navigating  the  NetWare 

Enterprise Network

Configuring Network Adapters and Protocols

Network  adapters,  also  known  as  network  interface 

cards  (NICs),  play  a  crucial  role  in  connecting  your 

NetWare  servers  and  workstations  to  the  network. 

Proper  configuration  of  these  adapters  and  their 

associated  protocols  is  essential  for  establishing 

seamless  communication  and  ensuring  optimal 

network performance.

To configure network adapters, you must first identify 

the type of adapters installed in your systems. This can 

be done through the use of various tools and utilities 

provided by your hardware manufacturer or operating 

system.  Once  the  adapters  are  identified,  you  can 

proceed with their configuration.

The  first  step  in  configuring  network  adapters  is  to 

assign them unique Internet Protocol (IP) addresses. IP 
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addresses  are  numerical  labels  that  identify  each 

device on a network and allow them to communicate 

with  each  other.  When  assigning  IP  addresses,  it  is 

important  to  ensure that  they are unique within the 

network and that they fall within the same subnet.

The subnet mask is another important parameter that 

needs to be configured for each network adapter. The 

subnet mask defines the portion of the IP address that 

is  used  to  identify  the  network,  as  opposed  to  the 

portion  that  identifies  the  individual  host.  Proper 

configuration of the subnet mask is crucial for ensuring 

that devices can communicate with each other within 

the same subnet and that they can also communicate 

with devices on other subnets.

In addition to IP addresses and subnet masks, you may 

also need to configure other settings for your network 

adapters, such as the default gateway, DNS servers, and 

WINS servers. These settings are typically provided by 
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your  network  administrator  or  Internet  service 

provider (ISP).

Once  the  network  adapters  are  properly  configured, 

you  can  proceed  with  configuring  the  network 

protocols that will be used for communication between 

devices  on  the  network.  The  most  commonly  used 

network protocols are TCP/IP, NetBIOS, and IPX/SPX.

TCP/IP  (Transmission  Control  Protocol/Internet 

Protocol)  is  a  suite  of  protocols  that  is  used  for 

communication  over  the  Internet  and  many  other 

networks.  TCP/IP  provides  reliable  data  transmission 

and supports  a  wide range of  applications,  including 

file transfer, email, and web browsing.

NetBIOS  (Network  Basic  Input/Output  System)  is  a 

protocol  that  is  used  for  communication  between 

devices  on  a  local  area  network  (LAN).  NetBIOS 

provides name resolution services, which allow devices 

to find each other on the network using their NetBIOS 

names.
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IPX/SPX  (Internetwork  Packet  Exchange/Sequenced 

Packet Exchange) is a protocol suite that was developed 

by  Novell  for  use  with  NetWare  networks.  IPX/SPX 

provides  reliable  data  transmission  and  supports  a 

variety of applications, including file transfer, printing, 

and messaging.

The choice of network protocol depends on the specific 

needs of your network and the applications that will be 

used.  In  many  cases,  it  is  necessary  to  configure 

multiple  protocols  on  a  single  network  adapter  to 

support different types of applications.

By  carefully  configuring  network  adapters  and 

protocols, you can ensure that your NetWare network 

is  properly  connected  and  that  devices  can 

communicate with each other effectively. This will help 

to  improve  network  performance  and  ensure  that 

users  have  a  positive  experience  when  accessing 

network resources.
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Chapter  1:  Navigating  the  NetWare 

Enterprise Network

Managing Network Resources

Network  resources  are  the  shared  assets  that  are 

available to users on a network. These resources can 

include files, printers, applications, and data. Network 

administrators  are  responsible  for  managing  these 

resources  to  ensure  that  they  are  available  to  users 

when  they  need  them  and  that  they  are  used  in  a 

secure and efficient manner.

One of the most important aspects of network resource 

management  is  capacity  planning.  Network 

administrators must estimate the amount of resources 

that  will  be  needed  by  users  and  ensure  that  the 

network  has  the  capacity  to  meet  those  needs.  This 

includes  planning  for  both  peak  and  average  usage. 

Network  administrators  must  also  monitor  network 

usage to identify trends and patterns. This information 
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can be used to make informed decisions about how to 

allocate resources and improve network performance.

Another  important  aspect  of  network  resource 

management is security. Network administrators must 

protect  network resources  from unauthorized access, 

use,  or  modification.  This  includes  implementing 

security measures such as firewalls, intrusion detection 

systems,  and  access  control  lists.  Network 

administrators must also educate users about network 

security  risks  and  how  to  protect  themselves  from 

these risks.

Network  administrators  must  also  manage  network 

resources to ensure that they are used efficiently. This 

includes  monitoring  resource  utilization  and 

identifying  areas  where  resources  are  being  wasted. 

Network administrators can then take steps to improve 

resource  utilization,  such as  consolidating  servers  or 

implementing load balancing.
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Finally, network administrators must manage network 

resources  to  ensure  that  they  are  available  to  users 

when  they  need  them.  This  includes  monitoring 

network  performance  and  identifying  and  resolving 

network problems. Network administrators must also 

communicate  with  users  about  network  outages  and 

maintenance schedules.

By  following  these  best  practices,  network 

administrators can ensure that network resources are 

available to users when they need them, that they are 

used  in  a  secure  and  efficient  manner,  and  that 

network performance is optimized.
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This extract presents the opening three 

sections of the first chapter.

Discover the complete 10 chapters and 

50  sections  by  purchasing  the  book, 

now available in various formats.
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